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Abstract Rapid technological advancements have prompted online game companies to
implement monetization in their games to generate revenue; games that employ
monetization are typically found in the gacha genre. The implementation of
monetization is a cause for concern because such monetization schemes may
constitute unfair or exploitative practices that are not yet adequately regulated
under Indonesian law. This study aims to examine a comparative analysis of legal
protections for consumers against monetization in gacha games by gaming
companies in Indonesia and the Netherlands, and to propose regulatory
solutions that the government can implement to address the legal vacuum
surrounding such monetization practices in Indonesia. This study employs a
normative legal methodology using a legislative approach. The data utilized are
sourced from primary, secondary, and tertiary legal materials. The results of the
study indicate that Indonesia has not yet specifically regulated the characteristics
of probability-based gacha monetization systems. This situation creates a
regulatory gap in digital consumer protection. The effectiveness of consumer
protection can be enhanced by integrating a modern, digital-risk-based
framework, supported by a dedicated regulatory body to enforce it.
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1. INTRODUCTION

Monetization is the process of turning anything into a valid means of payment (Suwandi, 2022). In
other words, it is a process that produces a product for purchase and sale, thereby generating income
for the creator. In this case, a video game is developed to generate revenue for the company. In the
modern era, companies often implement in-game monetization systems commonly known as gacha or
loot boxes. Gacha is a mechanism for providing randomly selected items, sometimes for free and
sometimes for a fee (Yamakami, 2013).

The implementation of in-game monetization through the gacha system is often associated with
gambling. This is because it involves elements of a game or competition, relies on luck, and involves

betting, in this case, wagering virtual in-game currency to obtain an item at random. From a consumer
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protection perspective, this monetization scheme violates business operators' obligations under
consumer protection law, which requires businesses to provide accurate information regarding
purchased items. An aspect of consumer protection law is the consumer's right to adequate information.
Since many game companies still conceal the odds of obtaining in-game items, this system does not
comply with consumer protection standards (Miru & Yodo, 2008). Thus, the aspect of the gacha system
that is detrimental to consumers is the lack of transparency regarding the probability of in-game items.
This leads companies and game developers to use a microtransaction monetization system that strongly
encourages people to spend money to acquire the items they want. This practice is often referred to as
"predatory monetization.”

The term “predatory monetization” can be understood through the concept of “entrapment,”
which is the belief that a person has invested too much money to stop (King & Delfabbro, 2018). In
online games, players often spend increasingly large amounts of money, which leads to further in-game
spending. Investing a non-refundable amount of money to pursue desired virtual items may be viewed
by players as an investment insofar as it increases the likelihood of obtaining those items. In this case,
spending more money to acquire virtual goods may involve the "Sunk Cost Effect,” which helps justify
the player's expenditures. This microtransaction trap can occur because the costs are less noticeable
(King et al., 2016). This is because in-game transactions are represented as virtual credits or credit card
debt. The sunk cost effect can also operate in various ways, through exposure to nearby online players
who are stuck and make non-informative purchases (Gunia et al., 2009). The Predatory Monetization
Trap operates in which a person is lured into spending money to obtain something they want, in this
case, virtual in-game items (Pour, 2024).

The urgency in the Indonesian legal context lies in the need for this system to ensure that
Indonesian consumers who are simply seeking entertainment do not fall into debt due to actions such
as spending their money to acquire virtual items in games. In one such case, a young girl from China
used her parents' savings without permission to play a game. She went all out, spending up to 64,000
U.S. dollars on the game. This case highlights the influence of mobile games featuring in-app
transactions that allow players to use real money to purchase in-game items, which tempt children and,
as a result, threaten their parents' livelihoods (Yefta Christopherus Asia Sanjaya, 2023). This case
highlights the urgency for lawmakers to draft legislation that protects children from this form of
exploitation. The issues raised by this case are not limited to China; they have become a global concern

due to the game's widespread availability and have drawn discussion among lawmakers worldwide.
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Based on this example. This manipulation can be classified as predatory because it targets young
people to generate substantial profits. There are currently no effective regulations, either by game
developers or by other parties in the gaming industry, governing monetization policies in games. In
Indonesia, there is no specific law that protects consumers from these predatory practices. The legal
vacuum stems from the lack of consumer protection regulations in the digital realm. Law No. 8 of 1999
on Consumer Protection does not address consumer manipulation; it merely mandates transparency
regarding product information.

In contrast, consumer protection laws in the Netherlands are based on Dutch Civil Code Section
6.3.3A on "Unfair Commercial Practices," which prohibits the manipulation of consumers, anwhich
dates the provision of clear information, and protects vulnerable consumers. In the context of gacha,
game companies may be held accountable if they fail to disclose item probabilities. Therefore, the
researcher aims to conduct a legal study comparing the forms of legal protection for consumers against
predatory monetization practices in gacha games by gaming companies in the Netherlands with those
in Indonesia, and provide regulatory solutions that the government can implement to address the legal

vacuum on these practices from the perspective of consumer protection law.

2. METHODS

This study was conducted using a normative legal approach. Normative legal research focuses
exclusively on written regulations and other legal materials (Suratman & Philips Dillah, 2020).
Normative legal research is the process of identifying legal rules, principles, and doctrines to address
legal issues that arise (Marzuki, 2017). Based on the definition above, the type of research conducted in
this article is normative legal research because the researcher used secondary sources as primary data
to analyze the case and did not conduct field research.

The case is conducted under a statutory framework. The statutory approach involves examining
all laws and regulations relevant to the legal issue at hand. In this approach, the researcher examines
the content and principles of the laws and regulations in accordance with the case under study and the
relevant laws (Mukti Achmad, 2010). In this case, the term refers to the implementation of consumer
protection law enforcement by regulatory agencies in Indonesia and the Netherlands, which are used
for comparison; this enforcement relates to the monetization of gacha games.

Data sources come from three types of legal materials: primary, secondary, and tertiary. Primary
legal materials are those obtained directly from the source. Primary legal materials are authoritative,
meaning they possess authority or, in other words, they contain provisions issued directly by a
legitimate body. Examples of primary legal sources include Law Number 8 of 1999 on Consumer

Protection and other regulations. Secondary legal sources consist of textbooks written by influential
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legal experts, legal journals, and scholarly opinions. Tertiary legal materials, meanwhile, are legal
resources that provide guidance or clarification regarding primary and secondary legal materials. In
this study, tertiary legal materials include legal dictionaries and textbooks.

Data collection was conducted through a literature review. A literature review is a method for
gathering information by reading literature and other written sources related to the research, such as
books, previous studies, papers, journals, articles, reports, and magazines. Using this method, the
researcher can examine the case by referring to previous studies that address the same issue.

Data analysis was conducted using qualitative methods. Qualitative research is a process that
generates descriptive data in the form of written text from individuals and observations. Using this
method, the researcher collected data on mobile game users' behavior, which served as the basis for the

study's conclusions.

3. FINDINGS AND DISCUSSION
3.1. Dutch Model

Legal protection is a subjective condition that signifies the obligation of certain legal subjects to
promptly obtain certain resources to ensure the continued existence of legal subjects guaranteed and
protected by law, so that their power is organized in political and economic decision-making processes,
particularly regarding the distribution of resources, whether at the individual or structural level
(Hadjon, 1987). Consumer protection law aims to establish a consumer protection system that provides
legal certainty, transparent information, and access to information. Predatory monetization practices
employed by gaming companies can be examined through the lens of consumer protection law.

Based on a 2018 study conducted by the Netherlands Gaming Authority (NGA) on the legality of
loot boxes in video games. It was determined that if the random content in a gacha cannot be transferred,
it is considered a game and is therefore legal. If the content can be transferred, it is considered gambling
and therefore illegal under Dutch law (NGA, 2018).

In consumer protection law, there is a term called "predatory practices." Predatory practices are
defined as business practices that exploit consumers, particularly when such exploitation is widespread
within an industry or when consumers are unable to seek less exploitative alternatives (Salinger, 2026).
These reasons may include distance, lack of information, or product unsuitability. Regarding the
legality of games with gacha systems, predatory practices are linked to companies' lack of transparency
about the percentages and probabilities associated with virtual items. One country that has issued

regulations regarding games with gacha systems is the Netherlands.
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The Netherlands Authority for Consumers and Markets (ACM) is an independent regulatory
agency operating under the Dutch Ministry of Economic Affairs, with the specific mandate to enforce
consumer protection laws in the Netherlands. The legal basis for the ACM's regulatory role stems from
the Dutch Unfair Commercial Practices Act, which implements the EU Unfair Commercial Practices
Directive (UCPD) (Directive, 2005).

ACM published the "Guidelines on Online Consumer Protection." These guidelines represent the
ACM's interpretation of Dutch consumer protection laws and were published to help companies
understand their existing and ongoing obligations and comply with them. The guidelines establish key
requirements regarding loot boxes and in-game purchases in general. Video game companies. It is
important to note that non-compliance with these requirements does not necessarily constitute a legal
violation, as the final determination on this matter rests with the courts, should a company decide to
challenge the ACM's interpretation of the law as outlined in the Guidelines (Xiao, 2024).

One of the clauses in the Guidelines requires that the odds or probability of winning a rare prize
from a loot box be disclosed alongside the sales offer, as this is a “key feature of the product.” The
Guidelines state that (Markt, 2020) "the business must clearly state the price of the loot box in real
currency just before the purchase. The probability of winning various rare items is also an important
feature of the product. This must therefore be stated in the offer of the loot box:" The guidelines require
that the gaming company clearly present information regarding the probability, expressed as a
percentage, of obtaining various rare in-game items. Therefore, omitting this information would once
again be misleading. These guidelines explicitly require that the relevant probability percentages for
every item that may be obtained from a Gacha be provided.

As a regulatory body enforcing Dutch consumer protection law, the ACM bases its guidelines on
the Dutch Civil Code, linking a lack of transparency regarding probabilities to unfair commercial
practices. This is outlined in Section 6.3.3A of the Dutch Civil Code on Unfair Commercial Practices;
Article 6:193d on "Misleading Omission," which states that an act may be categorized as a misleading
omission if it meets the following elements (Maurushat & Nguyen, 2022):

a. Omitting, concealing, or presenting crucial information

b. The omitted information consists of data that a rational consumer objectively needs to make a
logical decision.

c. The manipulation of information directly causes, or has the potential to cause, consumers to engage
in financial transactions they would not have undertaken otherwise, had the information been

transparent.
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The essence of material information lies in the probability rates. If game developers conceal the
actual percentages for obtaining rare items, for example, by marketing rare items without providing
information on the probability percentages, this constitutes the withholding of material information.
The average consumer is unable to make an informed risk assessment, so users are driven to make
repeated purchases without any guarantee of obtaining the items. In addition, gacha games use virtual
currency that obscures the actual price of virtual items, leading consumers to feel misled by
disproportionate pricing (Brewer, 2020). The ACM protects consumers from misleading practices by
offering free advice and enforcing consumer rights through its ConsuWijzer service. If a company
violates the law, the ACM can impose fines of up to €900,000 or 10% of the affected revenue per

violation.

3.2. Indonesian Model and Theory

In Indonesia, consumer protection is enshrined in Law Number 8 of 1999 on Consumer Protection.
According to the provisions outlined in Article 3d, the objectives of consumer protection are to establish
a consumer protection system that ensures legal certainty, information transparency, and access to
information. The obligation of businesses to provide product information to protect consumer rights
stems from the fact that consumers are considered to be in a subordinate position to businesses. The
fundamentals of consumer rights, including the right to information, are integral to consumer rights
(Rosmawati, 2017). These rights are also explicitly regulated in Article 4 C of Law Number 8 of 1999 on
Consumer Protection

The use of gacha in online games is now very common, especially in mobile games such as
PlayerUnknown's Battlegrounds Mobile. In the game, several cosmetic items can only be obtained
through loot boxes. In theory, the developer of PlayerUnknown's Battlegrounds Mobile and the game
publisher, Krafton Inc., do not provide players with a way to exchange or transfer virtual items for real
money by selling them, nor do they authorize players to sell them. However, players got around this
by selling their accounts.

Although some countries, including the Netherlands and Indonesia, have already established
regulations regarding gambling and online gambling that can be linked to the use of gacha systems in
online games, in most countries, gacha generally cannot be regulated under gambling laws because
such products typically do not meet the strict legal definition of gambling (Xiao et al., 2022). In
Indonesia, regulations regarding gacha games that mislead consumers are also found in Law Number
1 of 2024, as stipulated in Article 28(1), which states: "Any person who intentionally and without

authorization disseminates false and misleading information that results in consumer losses in
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electronic transactions." The purpose of this section is to protect the rights and interests of consumers
(Sagala et al., 2021).

Consumers are also legally protected by online game companies through the inclusion of Terms of
Service, as many do. Requests for users to agree to the Terms of Service may take the form of a statement
that must be clicked or checked, or via a link on a website or within an app. Users must also agree to
the standard clauses contained in the Terms of Service. The provisions on standard clauses in the
Consumer Protection Law are intended to ensure that consumers are on an equal footing with
businesses, in accordance with the principle of freedom of contract in agreements (Pemayun &
Indrawati, 2022).

According to Philip M. Hadjon's theory of legal protection, there are two classifications: preventive
and repressive. From a preventive legal protection perspective, the state has an obligation to establish
regulations that prevent consumer harm before a business entity takes any action. The monetization
model in gacha games contains manipulative and misleading aspects due to a lack of transparency
regarding probabilities and random rewards (Cao et al., 2024). This correlates with consumers' right to
receive accurate, clear, and truthful information, as in Article 4E of Law No. 8 of 1999 on Consumer
Protection. However, consumer protection laws in Indonesia have not yet specifically regulated
standards for transparency regarding probability. As a result, consumer protection for gacha games
remains largely general and has not yet kept pace with the evolution of digital business models.

From the perspective of repressive legal protection, this emphasizes the importance of dispute-
resolution mechanisms and the restoration of rights when consumers incur losses. In gacha
monetization, consumers are at risk of economic loss due to recurring transaction mechanisms that are
not fully transparent. Indonesian law already establishes the basis for holding businesses liable for
actions that harm consumers under Article 19 of Law No. 8 of 1999 on Consumer Protection. However,
its application to digital in-game item transactions still faces normative obstacles, primarily due to the
absence of specific regulations regarding the legal status of loot boxes and gacha systems under
Indonesian positive law. this highlight that the law must hold companies accountable for practices that
mislead consumers. This can be achieved by establishing repressive legal protections through a revision
of Law No. 8 of 1999 on Consumer Protection or by enacting specific legislation.

Legal certainty is also important for citizens because it helps to foster order in society (Sadiawati
et al., 2023). The existence of gacha games poses a challenge to achieving legal certainty due to the
absence of laws regulating companies' use of monetization systems that can mislead consumers,
particularly underage users. Legal protection can be defined as safeguarding the human rights of those
who have been concretely harmed by others, ensuring that aggrieved parties can still enjoy the rights

granted to them by law even after suffering harm (Rahim, 2023).
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In Gustav Radbruch's theory of legal certainty, the law has three objectives: utility, certainty, and
justice. The law serves to safeguard human interests in society (Satjipto, 2000). The relationship between
the theory of legal certainty and the implementation of gacha-style monetization in online games can
be divided into these objectives

a. From the perspective of legal certainty, the absence of explicit regulations creates ambiguity in the
application of relevant laws, including provisions on consumer protection, gambling, and
electronic transactions. This contradicts the principle of rechtssicherheit, which requires clear
regulations that are not open to multiple interpretations.

b. From the perspective of justice, the gacha system has the potential to create an imbalance between
businesses and consumers, primarily due to information asymmetry regarding odds and the
potential for psychological exploitation, particularly among children and adolescents.

c. From a benefits perspective, the monetization of gacha systems makes a significant economic
contribution to the growth of the digital gaming industry. However, without proportionate
regulation, these benefits could potentially lead to social harm because the growth of the digital
gaming industry is not accompanied by safeguards to prevent companies from exploiting
consumers, for example, the lack of restrictions on access for minors and laws strictly mandating
transparency of information within gacha games. Without such restrictions and regulations, this
could potentially trigger problems such as excessive consumer behavior and the risk of addiction,
particularly among vulnerable groups such as children. However, it must be remembered that a
total ban could affect the competitiveness of the national gaming industry compared with other
countries. Therefore, legislation should aim to minimize the resulting impacts rather than resorting
to blocking or a total ban on games that use such mechanisms (Putri et al., 2023).

In Radbruch’s theoretical framework, when a conflict arises among these three objectives of law,
legal certainty must fundamentally be upheld, but not at the expense of justice to an extreme degree

(Firdaus, 2025).

3.3 Regulatif Solution

Regulatory solutions are legal measures used to govern social life, maintain order, and ensure
justice. In this context, regulatory solutions can take the form of mechanisms to assess whether a
company has complied with government regulations. Compliance with transparency requirements
varies significantly between countries that mandate disclosure of loot box probabilities through
legislation and those that rely solely on industry self-regulation (Leahy, 2022). In countries with large

video game markets, enforcement actions against paid loot boxes have failed because major game
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publishers have sought to settle claims and allegations through financial means, or have been delayed
while draft legislation is pending approval (Nong, 2025).

In the Netherlands, law enforcement regarding the disclosure and transparency of information
about gacha games is also relatively weak (Xiao, 2024). This is because the issues encompass a range of
tactics, from manipulative marketing strategies and deceptive pricing models to non-transparent
telemetry data collection and other shady practices in game design aimed at maximizing engagement
and encouraging excessive spending. Monetization regulations have so far been largely based on
existing gambling laws, resulting in a narrow focus on gambling-like monetization strategies while
neglecting core issues in game design and consumer protection.

Monetization practices will continue to evolve as game publishers strive to adapt to changing
player preferences and regulatory developments (Mai & Hu, 2023). Therefore, a comprehensive
approach to regulating game monetization must begin by establishing standards that promote
transparent game design and ensure information is easily accessible. For example, a game that employs
gacha-style monetization must include the probability percentages of in-game items so that users can
make informed decisions based on the disclosed information, in accordance with consumers' right to
obtain information about goods as stipulated in Article 4 of Law Number 8 of 1999 on Consumer
Protection. Therefore, the appropriate first step is to include accurate, specific labels and descriptions
for monetized products and features.

Indonesia has now established a similar game rating system called the Indonesia Game Rating
System (IGRS). The IGRS is an age-based classification system for online games in Indonesia. This
classification system enables the regulation of gacha games (Utomo, 2021). Disclosing the probabilities
of random items helps improve transparency. However, because this depends on individual gaming
companies' policies, many factors can affect the accessibility and clarity of this information, such as its
placement or the lack of an equivalent value in real currency (Xiao et al., 2024).

Differences in the definitions and regulations of gacha practices across countries create regulatory
loopholes that businesses can exploit to circumvent stricter protection standards (Xiao, 2024).
Regulatory harmonization at the regional and international levels is a more effective step toward
ensuring consistent transparency, accountability, and consumer protection. A transnational approach
can also provide legal certainty for businesses, reduce regulatory fragmentation, and strengthen
mechanisms for enforcing consumer rights in cross-border online gaming transactions. Thus,
international regulatory standardization is a crucial instrument for balancing the interests of the digital

gaming industry with sustainable consumer protection.
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Legal liability is a person's obligation to bear all the consequences of actions they have committed,
whether planned or unplanned, that violate the law (Wibawa et al., 2019). The legal liability of gacha
game companies is based on Article 19 of the Consumer Protection Law. Alongside general consumer
and digital laws, Government Regulation No. 17 of 2025 specifically protects users under 18 by banning
deceptive digital designs that endanger children's mental health and safety. While this regulation
implicitly addresses predatory "gacha" systems, it fails to explicitly name "gacha," "loot boxes," or
"microtransactions." Furthermore, because its scope is strictly limited to child protection rather than
general consumer protection

Thus, the regulatory solution aimed at providing concrete legal certainty lies in enacting legislation
that specifically governs gacha games and establishing a dedicated agency or authority to address
consumer protection issues related to the use of gacha in online games (Kusuma, 2025). As in the
Netherlands, consumer protection ensures that gaming companies that implement gacha systems in
their online games are held accountable, with penalties imposed if they fail to provide full transparency
about their products.

The regulatory solutions that the Indonesian government can implement to address the legal
vacuum regarding predatory monetization practices in gacha games are to adopt the following policies
and mechanisms:

a. Enactment of laws governing the use of gacha systems

Given that existing Indonesian laws still cannot hold gaming companies accountable for
implementing gacha systems, there must be specific legislation to address the uncertainty surrounding
the implementation of gacha in online games, as well as specific laws that restrict and hold accountable
companies that implement gacha games without providing information on product monetization and
that implement features that manipulate or mislead consumers. From a consumer protection law
perspective, the gacha mechanism is essentially a probability-based digital transaction that involves an
element of uncertainty regarding the outcome. Therefore, it is necessary to establish specific regulations
governing the characteristics of digital monetization in the online gaming industry (Lugatma, 2024).
Such regulations can be integrated through a revision of Law No. 8 of 1999 on Consumer Protection

Given that gaming companies have an obligation to disclose information about their products, such
as information regarding probabilities in gacha games from the perspective of consumer protection law,
the principle of information transparency is recognized in Articles 4C and 7B of the Consumer
Protection Act, which require businesses to provide accurate information regarding the conditions of
goods and services. Therefore, a possible solution is to draft specific regulations for gacha games that
require gaming companies to provide information about the products and services in their games, so

consumers do not feel misled.

74



Rifansyah Nugraha, Diani Sadiawati/ Digital Consumer Protection: A Comparative Analysis of Exploitative Game Monetization in Indonesia
and The Netherlands

Predatory monetization practices are not limited to transaction mechanisms but also extend to
game system designs that intentionally create psychological pressure on consumers. Such designs
include dark patterns, visual manipulation, limited-time rewards, and the obfuscation of virtual
currency values, all of which encourage impulsive spending (Goodstein, 2021). From the perspective of
consumer protection law, such practices can be classified as unfair commercial practices because they
exploit consumers’ psychological vulnerabilities to gain disproportionate economic advantage. Thus,
Indonesia can apply the doctrine of unfair commercial practices by expanding Articles 8, 9, and 10 of
the Consumer Protection Law, which prohibit the dissemination of misleading, manipulative, and
dishonest information in commercial activities.

b. Strengthening the Protection of Children in the Digital Space

Currently, the government has issued regulations on child protection in the digital space, namely
Government Regulation No. 17 of 2025 on the Governance of Electronic Systems for Child Protection,
which is implemented by the Ministry of Communication and Digital Affairs through Ministerial
Regulation No. 9 of 2026. The implementation of this regulation as a form of child protection in the
digital space is still in its early stages. However, based on the provisions in Article 5, children are already
positioned as consumers protected from exploitation by companies that offer features such as those
found in gacha games. Given that Komdigi is the regulatory body for this policy, it should actively
investigate and hold electronic service providers that currently implement features, such as those found
in gacha games, that mislead children as consumers accountable.

c. The establishment of a regulatory body to oversee and impose sanctions on companies

It is necessary to establish a specialized, independent supervisory authority, such as the ACM in
the Netherlands, or to strengthen the powers of existing institutions, such as expanding the authority
of Komdigi (Ministry of Communication and Digital Affairs) to oversee digital transactions based on
loot boxes and gacha (Susilo & Muthia, 2025). This authority should include auditing the transparency
of probabilities, monitoring digital monetization designs, imposing administrative sanctions, blocking
electronic systems that violate consumer protection provisions, and supervising child consumer
protection in online games. It is worth noting that, while specialized bodies that regulate consumer
protection already exist, such as the National Consumer Protection Agency (BPKN) and the
Competition Commission (KPPU), strengthening Komdigi's authority does not replace the functions of
these institutions. Oversight of gacha game monetization can be implemented through a clear inter-
agency coordination mechanism, in which Komdigi acts as the digital sector regulator and supervisor,
BPKN provides policy recommendations on consumer protection, and KPPU handles competition

aspects, including any abuse of dominant position or business practices detrimental to consumers.
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4. CONCLUSION

Based on the discussion, it can be concluded that predatory monetization practices through the
gacha system are closely linked to consumer protection law, particularly regarding information
transparency, balance between parties, and the prevention of misleading trade practices. The
Netherlands demonstrates a more progressive regulatory approach by integrating consumer protection
law and gambling regulations, specifically by mandating probability disclosure in digital products
under the oversight of the Netherlands Gaming Authority and the Authority for Consumers and
Markets.

Regulation in Indonesia remains fragmented across Law Number 8 of 1999 on Consumer
Protection and Law Number 1 of 2024, which does not yet specifically regulate the characteristics of
probability-based gacha systems. This condition creates a regulatory gap in digital consumer protection.
Therefore, more specific regulatory strengthening is needed to ensure legal certainty, consumer
protection, and accountability among business actors within the digital gaming ecosystem.

Based on the analysis, it can be concluded that the legal vacuum in Indonesia is primarily due to
the absence of regulations explicitly governing probability-based monetization mechanisms in online
games. Current legal instruments, such as consumer protection and electronic transaction laws, remain
general in nature, making them unable to provide effective legal certainty against manipulative
practices, a lack of transparency in probabilities, and the vulnerability of children as digital consumers.

Consequently, a comprehensive regulatory approach is required, including the formulation of
specialized laws governing loot boxes and gacha, the strengthening of child protection under the current
Government Regulation on Child Protection in the Digital Realm, and the establishment of an
independent, specialized supervisory authority in the digital sector.

A comparison with practices in the Netherlands shows that the effectiveness of consumer
protection can be enhanced by integrating a modern, risk-based digital consumer protection framework,
supported by specialized supervisory bodies such as the ACM. Accordingly, the regulatory framework
for gacha in Indonesia should not be confined solely to gambling. However, it should instead be
developed within an adaptive, transnational digital consumer protection framework oriented toward
transparency and business accountability to achieve legal certainty and fairness for online game

consumers.
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